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Rank t Lt. Col ' r , \ 

U&it & Function: SHI Cryfttogpraphlo Sootion: * C v ' >v V 

Head o£ R&x'&iuu Croup la ^ \ 

Diplcmtia Sub-Sooticea (till \ 

Andstieo) 

Interrogated : CSDIC, C IWt 29 Dot ^4 
Subject of Report: Rumanian Diplomatic Codes usd Ciphers 

i 

1. IRSAKHjB* 

Source 1* & 49 year old Sicilian* a regular artillery olMlcor, ulo oisod 
SIM Cryptographio Sootiaa in 1934. Be speshn 2t52cn±an* cud was rocpoaslblo fcp all 
work done by the Diplomatic Sub^Sec on Rteaanios dl^doEEvtio codes cod cdphsi’i. >7hon 
the Axmtstio® was declared he vent into hiding to evoiii being forced into {&» so 



Reliability: fairly good 



CHEERS (till Arsdotioo) 



Source stated that Rumanian, diplomats always had the habit of *tf '^iag'a lot". 
Traffic tojs eapooially heavy when TITULESCO' tteu roroign ULnister, and pcs? tibulerly 
when he was head of the League of Nations AaaarSly. 

Military Attache tr af fic ms ncro restricted in voluao before f uCr, but 
during the ear ail attaches also sent a large arc&ar oC telegrams. Db^Lss t&fc wr 
also LISBON traffic provided a good deal of useful 'js£a. (SCI Crypto Oes being able to 
road it), aa the Rumanian Mini star there used to rol la all his oarTOL-caiions pith 
foreign diplomats. 









Although fho systems employed and tfas i^o^uont changes in ayutcoa provided 
for fairly good security, cipher clerks war? pser, tho pre-war RaBI3 Loga ’.ioa clerks 
being tho verst. Often 3UCHARE3S would c&k for a telcgrao to bo repeated on it could 
not ho rood. 

Encoding end oaoiphoring of tet^n in ihaaaKisn wos done without rogparfi to tho 
^oatio rules poculiar to the language, omopt in the oaoo of “T" cedilla, vO;iah 
^JkBpelt "XZ". She uoue d "SK% represented by u iP oodilla, end the vorjlc derivod 
i.o., the n A H oirouoflax end the u i. n with chart rowel alga, Vjto ttaoefiod or 
^^Jherod as "3“ and "A* respectively. 

\) Diplomatic Codes. 



gsuroo confirmed BIGI's statauont in CsaMX r/CLZS/l 4> pora.3*D.X.a, that 3E1 
aucooodsd in^sadine all oodes in uso vrp to tho tiio of the Axuistiao, photostat 
copies of each cods being available. Codes •woro of tho five-figure typo, essd several 
would bo used at ono and tho sasus tirao, tto aost isiooct ones being anployoU £br 
traffic of greater ooourity value. 

Redpbfsr w&s used except whoro uosu^ws were not considered irajaerter*. Jflflf . 
Qabaesioe and LagatiAnb used the same oo£oo, r-jy there were sen e, such as 
H3LSLKI Legation, not on important ano, u'J-oIi hod fovor books in uso. 
applied to, tho diplcnaiio agondcs in LOtuSOr, *•-*■ > j " 707 and liATBlD during tho mar 

/YOIO-IQI.I ’l _ tAirm tafuffln min m n nnyn jvi.'j'flfii non! i. I 



(1939-1941), when traffic was on a xaorc ruJaocl booI j. I 

The raoii^ior tables were built v. on the priutdpflLa of single sfer d-awl 
of digite (“ixrRjrsio no di n*»ri*). Loci: j-vji^or trlolo woa allotted a na >x t , xi 
was giron in tho hoy group at the begLi. lag of the surexsoi/prou. 

Bmgjgh£ 71th rocipher toblo: 



Tutsion 

tihiah 



CODE 

DIGITS 

RSCIHES 



•5 6 7 .8 ^9 o 
3 0 3 51 ? 



rooiptor oode groups: 
10960 26700 56091 etc. 



-r'urooni^raa text reads: 
29105 W855 30512 ©to. 




REyr ID : A6531 



CSDIC(Main)/l 12. 



Subtraction ar addition reoipher tables were NOT used. If telegram were 
long, the clear text would be encoded in several oodes and redphered by means of 
several tables. Maroanigram would still contain one Joey group, the use of a different 
code and reoipher being notified in the text. 



Traffic between Mil Attaches and General Staff at BUCHAREST was in trans- 
position cipher and five-figure code - of a more elaborate construction than the 
Diplomat! o oodes - with reoipba r tables. 



This was a transposition oiptor system with 6 boxes of 6 x 5 small squares 
of which the clear text was written*!** after a certain pattern. If & message was, for 
example, 180 letters long, or more, the first 60 letters were written in the s guards 
as shown by arrows 1-24 In App "A”. The remainder of the letters was written in the 
other 120 free spaces from top to bottom, column by column (KB, or possibly also from 
bottom to top). The enciphered text waa read off In groups of &v0 from left to right 
line after line. If the text was shorter than 180 letters - which rarely happened - 
the first 60 letters were placed in position aa above, and the remainder filled it, -then 
read off line after line. 

This cipher was used by the Rumanian Military Mission in ITALY, which had its 
main offices at MILAN, and ohe or two officers in ROMB. 

(ii) A Oiphdr on the lines of tfcs"RAS?ERSCHLOBSSEL” 



An underlay was used for six months. It consisted of a large reot&ngle of 
14 spaces across and 20 spaces down, subdivided into four equal rectangles of 7 spaces 
across and 10 spaces down. Some spaces were cancelled, on the pattern of oross-word 
pussies. The dear text was written in* along a certain pattern, as may be seen from the 
suggested example at App. "B*. The pattern varied from aesaage to message and was 
indicated to the addressee by means of a key group. 

Source oould not remember if the lines were numbered; he thought that only 
the odumns were numbered, oanseoutively from 1 - 14, and that the key group gave the 
column from which enciphering started, along a pattern dram on the trace used in con- 
junction with the underlay. 



(iii) Five-figure code 



This code was used >7 Mil Attaches and possibly by the Rumanian Mil Mission as 
well. In 1942-43. Various systems of reoipher were used, two of which were remembered 
by Source in some detail. Source considered both the oode and the reoipher harder to 
break than the Diplomatic oodes. 

The live-figure oode oansisted of a book ( sice not given) in which each page 
was numbered: by means of one of the four three-figure groups printed at the top. The 
page was divided into two parts, each part containing 5 blooks of 10 Groups each. There 
were alternative groups far the same clear letter or word (words mare oamnanly used). 
Inside each block of ten, the olear text was arranged in a quaaialphabetic order and 
each group was indicated by means of a b look-digit (oenmon to all ten groups in Ifce 
block; , and a second digit which identified the group itself within Ihe block, see 
AFP. "C*. 

The earlier system of reoiphering this oode was known as "fise” (pronounced 
"JISHB"), whereby small cards or tables of conversion of figures were placed alongside 
the o ode-group aolumna (in App tl C" columns 1 A 2 and 4 A 9) to enable the encoding or 
decoding clerk to read off the equivalents of the blook and code-group digits. 

This waa replaced later by the following system: 

The encoded version of any telegram was written an a form containing a number 
of reo tangles, as Illustrated in App *D". Eaoh rectangle bad 10 spaces across and 5 down. 
Five -figure groups would be written out in columns, from bottom to top according to a 
certain key, which changed every six months. The re ciphered version of the telegram 
would then be copied out in groups of five, line after line. No key group was contained 
in the maroonigrsca. A.G.B. 

F.G. ADAMS, GAFT. 

for (R.P.F. EDVARDS) 

C.3.D.I.C. , ( Main ) Lt. Col. 

C.K.F. , Gandt.fiSDIC(MAIN) 

9 Nov. 44. nap. 
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APPENDIX V 



EMCIHfliR; 




HUMAKLJI IgLET ART ATTACHES* GHHER ("lEHDRr CIHER - "COTUL IE MEMLRlB") 

(See pare 2.d.l a of att report) 




CSDUO^tolnl/ir 12 . 



1 



2 



3 



4 * 



5 



6 




FOR GENERAL GHEOBGHE SECOND SECTION I HAVE TOE HONOUR TO INFORM YOU THAT THE LARGE 
SCALE MAPS YOU DESPATCHED LAST WEEK HAVE NOT .JUOVED YET STOP MAPS ARE URGENT!! 

REQUIRED STOP GERMAN STAFF REFUSE TO LEND IE MAPS X PQPA 
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MABQOHIgRAM HEADS : TAFTM SDAEO TEVTE BEXAR SNYCJE OSMEF IJONEP PBQEA HXKHty IOTEO RETOP ERNPU EEEAX RSDE mmn Tjuup 

EAWLR AUXPG CEGTR OCPRN ATHLD MSARE GEEOS ODSGH NOVYH NISOK SXEEA IflLVPL GRNFU wa n t mm ^ 

SMAUR EEEFG UCPFT ESEXA 






1. The underlay erne changed every six months. 



2, Each telegran was enciphered on a different pattern. Indicated by a key- 
gnnq? 





I 





"TOT BEUKfl' *- 


TintK "tr 


WESMsl 

9 



34750 04357 8754-9 86003 73521 33269 43584- 98989 04962 

901 2385647 



1 234367890 



4 3 0 



m HEADS ; 95399 42107 43066 86255 58092 59573 77683 34344 86893 40730 
Harooniqnm did HOI oontaln ho; -qnup. 






